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Figure 1.1: Continuum of behavior from unintentional to intentional with
malicious/harmful to beneficial outcomes.
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Figure 1.2: Examples of both analog and technology-enabled human errors that
lead to security incidents and breaches.
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Table 1.2: The reality of human nature and security awareness programs

Statement Implication

“Just because I'm Awareness doesn’t lead to caring. And, if | don't
aware doesn’t mean care about something, I'm unlikely to go out of
that | care.” my way to engage with it or perform related tasks.
“If you try to work Humans are wired in specific ways. We don't
against human nature, like to do things that are difficult, awkward, or
you will fail.” require change.

What’s Your

“Why"?

Figure 2.1: The four main reasons why organizations create security awareness
training programs.



Limited Benefit Transformational Benefit

High

Low

Low P High

Figure 2.2:  Your program'’s goal either will produce limited benefit or can be
transformational for your organization.



Table 2.1: Human nature and security awareness programs: statement,
implication, and resolution

Statement

“Just because
I'm aware
doesn’t mean
that | care.”

“If you try to
work against
human
nature, you
will fail.”

Implication

Awareness doesn’t
lead to caring.
And, if | don't care
about something,
I’'m unlikely to go
out of my way to
engage with it.

Humans are wired
in specific ways.
We don't like to do
things that are dif-
ficult, awkward, or
require change.

10

Resolution

Connect security awareness mes-
saging to topics, situations, and
outcomes that your audience will
naturally find relevant and mean-
ingful. In cases where the connec-
tion is less intuitive, you will need
to help them “connect the dots.”
Don‘t neglect the power of emo-
tion and story. The more human
the ideas become, the better.
Move away from abstract, security-
centric information and connect
the information to human-centric
outcomes, purposes, and compel-
ling visuals.

I'll be discussing the nuts and bolts
of how to do this in Chapter 3.”

When human nature makes
performing secure behaviors diffi-
cult, you will need to either increase
their motivation to perform the
behavior (help them remember or
understand why it is important), or
you will need to find ways to make
it easier for them by helping to facil-
itate the correct behavior. This can
be accomplished with technology-
based help or by “prompting” the
correct behavior at the appropriate
time. Even more difficult behaviors
can begin to become easy and intu-
itive when repeated enough times.
The goal is to create healthy secu-
rity habits so that the behavior no
longer becomes an exercise in logic
but instead becomes engrained,
effectively second nature.

Ill be discussing how this is achiev-
able in Chapters 4 and 5.



P ~

Understand

r Evaluate Craft x

Follow- Capture
through \

Embed Connect

Figure 3.1: Seven key takeaways from the communications disciplines
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What The security message

Figure 3.2: Security awareness leaders should start with “why.”
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Figure 3.3:  Trojan Horses for the mind
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Table 3.2: Power of Visual Branding

Brand

Name as Text

Facebook

YouTube

CocaCola

Amazon

Taco Bell

or

or

or

or

or

Brand Representation as Logo

facebook.

(11| Tube;
oty

amazoncom
~—

|2
BELL
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Table 3.3: Even Simplified Versions of Brand Logos Are Effective

Facebook
Icon

YouTube
Icon

CocaCola

Amazon

Icon

Icon

a

Taco Bell
Icon

(2

Figure 3.4: Images are the language of the mind.
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Figure 3.5: Marketing-based thinking helped drive awareness for the
Heartbleed bug.

Name
Job Title

Job details: quick description

Demographic Info: Drivers: Challenges:

* Age What motivates What issues and

* Gender them or is frustrations do they
e Location something they deal with? What do
e Salary need to they need to
 Education accomplish? overcome?

Values & Fears: List any strong values or fear that they have.

How we can help: What do we offer that can help this person
accomplish their goals and/or avoid pain and fear?

Our message to _ (insert persona name) __: A quick customer-
centric message about our product that is tailored to this persona,
addressing their needs, fears, and goals.

Figure 3.6: Personas transform “targets” into people.
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Figure 4.1 System 1 thinking example, part A
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Figure 4.2: System 1 thinking example, part B

High

Motivation

Low

Fogg Behavior Model
BehaviorModel.org
B=Map
at the same moment

Prompts

succeed here

Prompts
fail here

©2007 BJ Fogg
Contact BJ Fogg for permissions
Hard to Do Easy to Do

Ability

Figure 4.3: Fogg Behavior Model
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Table 4.1:
(nonsecurity example)

Fogg Behavior
Model Component

Behavior (B): What is the
specific behavior you're
designing for?

Motivation (M): What types of
things might motivate someone
to perform the B?

Ability (A): What types of
things must someone already be
able to do or know to success-
fully perform the B?

Prompt (P): What types of
things can cue the B?

Understanding the components of the Fogg Behavior Model

Description

Drink a glass of water.

They could be thirsty or have just eaten
a spicy meal.

They might want social acceptance
(everyone else is doing it).

They might want to avoid offending the
person, offering them water.

They believe that there are positive
health benefits associated with
staying hydrated.

Etc.

A glass of water is available to the
person or can be obtained with lit-
tle effort.

The person’s mouth is not taped shut.

The person is not asleep or otherwise
incapacitated.

Etc.
The person notices that they are thirsty
or is reacting to the spicy meal.

Someone offers the person a
glass of water.

W The person receives a prompt from a

health app reminding them to drink.

M Etc.

20



Fogg Behavior
Model Component

Behavior (B): What is the
specific behavior you're
designing for?

Motivation (M): What
types of things might
motivate someone to per-
form the B?

Ability (A): What types of
things must someone already
be able to do or know to suc-
cessfully perform the B?

Table 4.2: Understanding the components of the Fogg Behavior Model
(security example)

Description

Choose a good password.

They understand and appreciate the value
of choosing a good password.

They feel empowered by choosing a
good password.

They feel more secure by choosing a
good password.

They are afraid that their current password
has been (or might be) compromised due
to its simplicity.

They feel pressure to create a better pass-
word because the organization is moni-
toring password strength.

Etc.

The person has the required knowledge of
how to construct a password that is both
strong and memorable.

The person has tools that will help them
construct a password that is both strong
and memorable.

The person has tools that will choose a
strong password and remember that pass-
word for them.

Etc.

21



Fogg Behavior
Model Component

Prompt (P): What types of
things can cue the B?

Description
B The person just feels like changing
their password.

B The person receives notification that it is
time to change their password.

B The person is locked out of their account
because they forgot their current password.

B The organization issues a forced pass-
word reset.

B The person receives a security tip that has
advice on how to create and remember a
good password.

B The person forgot their current password
and is about to perform a password reset.

B The person receives a notification that their
account was breached and hackers may
have accessed the password.

W Etc.

(continued)

22



Figure 4.4: Example of nudge theory: improving bathroom sanitation
https://commons.wikimedia.org/wiki/File:Nudge_Toilet_1.jpg

Figure 4.5 Example of nudge theory: encouraging recycling
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Password

Figure 4.6: Password strength meters are a great security example of nudge
theory in action.

Observed Behavior

of Executives

Known and Perceived
Expectations

World Views

Regional Context

Knowing or Feeling

Peer Groups
eer Group: That They are Watched

Culture in
Their Division

Subliminal
Influence

Previous
Experiences

Systems of Reward
and Reprimand

Pressures
at Home

Sacial Currency
and Social Pressure

Pressures
at Work

Patterns of Habit

Ambitions

Figure 4.7: Everything is interpreted through context.
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[ 4
Person with Frame 1 -

- Person with Frame 2

Observed Information

Frame 1 Interpretation Frame 2 Interpretation

Figure 4.8: Example of frames as interpretive filters
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Table 4.3 : Outcomes arising from different combinations of motivation and
ability within the Fogg Behavior Model

Conditions Existing

at the Time of Prompt Outcome
The person has When prompted, the person will perform
sufficient motivation and the behavior.

sufficient ability.

The person has sufficient When prompted, the person will want to per-
motivation but lacks form the behavior but will be unable to do so.
sufficient ability. This can lead to feelings of frustration, incom-

petence, disillusionment with the task, etc.

The person lacks motivation ~ When prompted, the person has the ability to

but has sufficient ability. do the behavior but doesn't feel like it at the time
(doesn’t care). Repeated prompting will likely
lead to aggravation and agitation.

The person lacks both When prompted, the person isn’t able to per-
motivation and ability. form the behavior and is apathetic about it.

Table 4.4 : Different combinations of motivation and ability within the Fogg
Behavior Model from a target person’s perspective

Conditions Existing at the

Time of Prompt Target Person’s Perspective

Motivated and able “Yes, I'll do that now.”

Motivated but lacking ability “I'd be willing to do that, but |
can’t. Help me.”

Unmotivated but able “| can do that, but | don’t feel like it
right now.”

Unmotivated and lacking ability “Huh? Oh . . . nope. | can't, and |
don’t want to.”

27



Fogg Behavior
Model Component

Behavior (B): What is the
specific behavior you're
designing for?

Motivation (M): What types of
things might motivate someone
to perform the B?

Ability (A): What types of
things must someone already be
able to do or know to successfully
perform the B?

Table 4.5: Example of the Fogg Behavior Model applied to password
management

Description

Choose a good password.

They understand and appreciate the
value of choosing a good password.

They feel empowered by choosing a
good password.

They feel more secure by choosing a
good password.

They are afraid that their current pass-
word has been (or might be) compro-
mised due to its simplicity.

They feel pressure to create a better
password because the organization is
monitoring password strength.

Etc.

The person has the required knowledge
of how to construct a password that is
both strong and memorable.

The person has tools that will help
them construct a password that is both
strong and memorable.

The person has tools that will choose a
strong password and remember that
password for them.

Etc.
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Fogg Behavior
Model Component

Prompt (P): What types of
things can cue the B?

Description

The person just feels like changing
their password.

The person receives notification that it
is time to change their password.

The person is locked-out of his/her
account because they forgot their
current password.

The organization issues a forced
password reset.

The person receives a security tip that
has advice on how to create and
remember a good password.

The person forgot their current pass-
word and is about to perform a pass-
word reset.

The person receives a notification that
their account was breached and hackers
may have accessed the password.

Etc.

(continued)
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Fogg Behavior Model

BehaviorModel.org

High
Design primarily B=Map
for Groups 1 and 2 at the same moment
=
=] Prompts
© succeed here
A
S
=
Prompts
fail here
o Graphic based on Fogg Behavior Model. e
L Adapted with permission. ©2019 BJ Fogg
ow
Hard to Do . Easy to Do
Ability

@ Group 1 @ Group 2 © Group 3 O Group 4

Figure 4.10: Thinking through behavior groups with the Fogg Behavior Model

The Size of
ey .
Company

Figure 5.1: Security teams face issues of scale and gravitational influence.
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How Can This?

Influence This? ——

...in an Effective
and Sustainable
Manner?

Figure 5.2: Security teams need a force multiplier.
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Figure 5.3: Visualization of how culture carriers are viral in nature
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Self-actualization
Self-fulfillment Desire to Become the Most that One Can Be

Needs

Psychological

Needs
Safety Needs
Personal Security, Employment, Resources,
Health, Property
Basic Physiological Needs
Needs Air, Water, Food, Shelter, Sleep, Clothing,

Reproduction

Figure 5.4: Considering Maslow’s hierarchy of needs as it relates to
security culture
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Consider their
emotions and
motivations. How do those

tWhatt shape the person’s day? How do
empts they shape how the person
them? interacts with systems, security S:g;‘(i\gg L%yer

what
circumstances?

requirements, and so on? Does
their emotional state or motivation
change when dealing with
different technology and/or
security touchpoints?

How does this
person likely make What
decisions at each il

Do their job

major touchpoint? them?
Remember to consider : What t )
time pressures at traps duties, peer groups,

b do they fall or pace of work
into? change throughout

social pressures,
the month, or with

etc.
certain “peak”
seasons?
Where does
the person go
throughout the day? What are
What are their physical, their
goals?

technological, and
social touchpoints?

Figure 8.1: Live your awareness program through the eyes and lives
of your people.
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Figure 8.2: Example tactics to use at points of behavioral intersection
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Table 8.1: Security Behavior Journey Map Brainstorming Sheet

Additional Notes/
Comments/
Function Answers Observations

Who are they?
When is it? (time of day)
Where are they? (location)

What are they doing or about to do?
(event/behavior)

What is their goal?
What are they feeling? (emotions)
Who else is around? (social)

Are there any other interesting or
important aspects of the context
they are in?

How might they make mistakes or
deliberately make insecure choices?

Thoughts on Fogg Behavior Model
(B=MAP) elements for encouraging
secure behaviors?

What program elements can we use
to encourage and reinforce the
behavior we want?

How can we reward people who are
doing the right thing or people who
accept intervention?
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Function

Who are they?

When is it?
(time of day)

Where are they
(location)?

What are they doing

or about to do?
(event/behavior)

What is their goal?

What are they
feeling? (emotions)

Who else is
around? (social)

Other notes about
the context
they are in

How might they

make mistakes or
deliberately make
insecure choices?

Table 8.2: Security Behavior Journey Map Brainstorming Sheet
(Completed Example)

Additional Notes/

Comments/
Answers Observations
General This is for everyone,

employees/everyone. regardless of role.

Early morning,
beginning of
the workday.

Building entrance.

Enter the building.

Get to work on time.

Hurried and potentially
distracted thinking
about home issues or
distracted thinking
about what they need to
get done today.

Others entering; more
traffic than at other
times during the day.

General business, lots of
other conversations,
people bringing
breakfast, coffee, work
bags, etc.

Business, hurriedness,
distractedness, and social
graces (holding the door for
someone) conspire against
an anti-tailgating policy.

This is a prime time
when someone might
tailgate or allow
someone to tailgate.
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Function

Thoughts on Fogg
Behavior Model
(B=MAP) elements
for encouraging
secure behaviors?

What program ele-
ments can we use to
encourage and rein-
force the

behavior we want?

How can we reward
people who are
doing the right thing
or people who
accept intervention?

Answers

The behavior we want is
for everyone
to badge in.

How are we prompting?
Do they have the ability?

Do they have the
motivation?

We can add a prompt in
the form of a sign at the
door. Something like:

“For the safety of our
associates, we require
that everyone badge in.
One badge =

One entry.”

A warm, genuine “thank
you” from staff
at the door.

Randomly awarding gift
cards for helping
encourage a safe work
environment.

39

Additional Notes/
Comments/
Observations

If we aren’t prompting,
then add a prompt (see
the next row).

If the employee doesn’t
have the ability, then
problem solve for the
ability. Are their hands full?
Find a way to

solve for that.

Are they not motivated?
Staff and culture carriers
may give the added social
push merely by

their presence.

We may also be able to
station security staff and
culture carriers at the
doors to encourage the
right behavior in a non-
threatening way. For in-
stance, if someone’s hands
are full, staff can offer to
hold the associate’s bag so
that they can fish out their
badge and enter properly.

Positive social feedback.

Variability of reward.

(continued)



Figure 9.1:  The five secrets to security awareness success
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Figure 9.2: The SMARTER goal setting framework
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Figure 9.3: Security awareness topics should be planned and targeted in ways

most relevant to each target segment.
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Figure 9.4: Security behavioral outcomes (reprise)
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Frequent Phishing / Automated Social Engineering Testing

|
Executlve Department Manager
Message/Video Message ST 15 A2l
|
LMS Modules LMS Modules LMS Modules
|
Newsletter Newsletter Newsletter Newsletter
|

Digital Signage — Theme 1 Digital Signage — Theme 2

Time

Figure 9.5: A robust security awareness program is a combination of
multichannel marketing and attack simulation.
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